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(Implement
test driver

public class AbsoluteValue { | TestMethod() ] /\
public static int Abs(int x) { public void AbsTest( ) {
| f (X <0 ) Int x =-12; Create
return -x; Int expected = 12, test data
else Int actual,
return x; actual = AbsoluteValue. b s( X);
} Assert. /-\fEI:L]UdI( expected, actual );
} } Implement
test oracle
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The Code Contracts Approach

= Specification: document intended behavior of
method using contracts ( Any input

Contract.Requires( true )==——_IS allowed
Contract.Ensures( 0 <= Contract.Result<int>() );

if (x<0)
return -x: Result mus.t be
else non-negative

return X;

= Testing: generate unit tests automatically from
contracts

= Static checking: try to find as many errors as
possible at compile time
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1. Code Contracts
2. Unit Testing with Pex

3. Static Checking with Clousot
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Design by Contract

= Code Contracts are based on «Design by Contract»,
pioneered by Bertrand Meyer in the Eiffel language

= Basic idea: a method and its callers
agree on a contract, expressed via
a precondition and a postcondition

Obligation Benefit

Method Establish postcondition | May assume precondition
for all calls that satisfy upon method entry
precondition

Caller Establish precondition May assume postcondition
of called method upon return from call
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Benefits over Assertions

= Documentation
- Contracts are visible to caller
- Clear intention

= Conciseness
- Contracts avoid code duplication

= |nheritance

- Contracts relate super- and
subclasses

= Abstract methods

- Contracts can be used In
Interfaces and abstract methods

If(x<0){
Int res = -x;
Debug.Assert( 0 <=res);
return res;

} else {
Debug.Assert( 0 <=x);
return Xx;

}

Contract.Requires( true );
Contract.Ensures( 0 <=
Contract.Result<int>() );

if (x<0)
return -x;

else
return Xx;
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Code Contracts

» |dea: Use code to specify code

public static int Abs(int x) {
Contract.Requires( true );
Contract.Ensures( 0 <= Contract.Result<int>() );

if (x<0)
return -x;

else
return Xx;

}

= Contracts are static method calls
- Class Contract in System.Diagnostics.Contracts

= Conditions are boolean expressions
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Quantifier
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» Expressing properties of arrays and collections
often requires quantification

Contract.Ensures(
Contract.Result<bool>() ==

);
foreach ( string s in students)
if ( s.Equals(name))

return true;
return false;

}

Collection
J

public static bool Contains( ICollection<string> students, string name ) {
Contract.Requires( students != null && name != null);
Contract.Requires( Contract.ForAll<string>(students, s => s I= null) );

Contract.Exists<string>( students, s => s.Equals(name) )

Predicate }
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1. Code Contracts
2. Unit Testing with Pex

3. Static Checking with Clousot
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Unit Testing Revisited

public void Withdraw( int amount ) {

balance -= amount;

) I( Implement
test driver

\

J

[ TestMethod() ]

public void WithdrawTest() {
SavingsAccount target = new SavingsAccount(); <[ Create }

target.Deposit( 300 ); test data
int amount = 100;
target.Withdraw( amount );

Assert.AreEqual( target.Balance, 200 );
} \/ Implementw

Ltest oraclej

Peter Muller — SWEN Talks, Zurich, November 15, 2011 Eidigendssisthe Technische Hoshschule ZEMch

Swiss Federal Imsfitate af Teehnplagy Turiph



12

Unit Testing Revisited

public void Withdraw( int amount ) {
Contract.Requires( 0 <= amount );
Contract.Requires( amount <= Balance );

balance -= amount;

}

Contract.Ensures( Balance == Contract.OldValue( Balance ) — amount );

[ TestMethod() ]
public void WithdrawTest() {

SavingsAccount target = new SavingsAccount(),
target.Deposit( 300 ); Can we use

int amount = 100;
target.Withdraw( amount );

precondition to
generate test data?

: : ; : )
1 </Postcond|t|on
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Parameterized Unit Tests

= Parameterized test methods take arguments for

test data
- Decouple test driver (logic) from test data

[ Test ]
public void WithdrawTest( int balance, int amount ) {

SavingsAccount target = new SavingsAccount();
target.Deposit( balance );
target.Withdraw( amount );

1
J

= Traditionally, tester provides possible values
- Goal: generate test data automatically
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= Standard quality criterion for unit tests is coverage

- Path coverage:
Execute each possible path (not practical)

- Branch coverage:
test each possible outcome from a condition

public static string ParseLines( string[] lines) { || public void ParseTest1() {
for (inti=0;1<lines.Length; i++) { string[ ] | = { "Foo=Y"};
string line = lines[ i |; string res = ParseLines( | );
int index = line.IndexOf( '="); Assert.AreEqual( res, "Y");
string key = line.Substring( 0, index ); }
If( key.Equals( "Foo" ) )
return line.Substring( index+1 );

public void ParseTest2() {
string[ ] | = { "Bar=X"};
string res = ParseLines( | );
Assert.AreEqual( res, “??");

}

return "??";

}
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Test Data: Assertl

lIon Coverage

= Code coverage does not ensure that errors are

revealed

}

public static string PW
for (inti=0;i<lines.Leng
string line = lines| 1 L;

int index = line. ndexOfﬁ:'zL//\
string key = line.Substring( 0, index );
if( ke Is( "Foo" ) )

} ' ! Null pointer?

return line.Substring(in

return "??";

[ Null pointer? ]

th i
/[ Precondition?

|

T

Precondition?

~

J

= \We also need to cover as many assertions as
possible (explicit and implicit)
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Concolic Te! ting

= Concolic testing combines concrete program
executions with symbolic reasoning

= Compute constraints on input data that force
method to take a particular branch

» | et constraint solver provide concrete input data
that satisfies the contraints

= Pex Is a concolic testing tool for .NET ‘*

- Pex uses (but does not require) Code Contracts
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Step 1: Make
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public static int Abs(int x) {

if (x<0)
return -x;

else
return X;

Contract.Ensures( 0 <= Contract.Result<int>() );

public static int Abs(int x) {
if (x<0)
if (0<=-x)
return -Xx;
else

thrnw Nno
LIITUVY 11CVV

else
If (0<=x)
return Xx;
else

throw new ContractException( ...
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Step 2: Constraint Generation
public static int Abs(int x) {
It (x<0) Constraint to | Concrete data | Observed
if (0<=-x) solve constraint
return -x;
else 0 Ix<0 && 0<=x
throw new ContractException( ... ); | Ix<0 && '0<=x No solution
else
if (0<=x) x<0 -1 Xx<0 && 0<=-x
Ireturn X; x<0 && 10<=-x Int32.MinValue
else
throw new ContractException( ... );
} o
L e
[O<:-x} [O<:x]
v x Vv Dead code
ETH
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 Errors
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if (lines ==null)
throw new NullPointerException();

/\/
public static string Peoecines( string[ ] lines ) {

for (inti=0;i<lines.Length; i++){

_stri_ng line = lines[i]; if (lines == null )
Int index = line.IndexOf("'=")7~ ) throw new NullPointerException( );
Strlng key = ||ne.SUbStr|ng( 0, inde lif ( |( 0<=i&&Ii< |ineS.Length ) )

If( key.Equals( "Foo" ) )
return line.Substring( index+1 );
}
return "??"; J
} if (line ==null)
throw new NullPointerException();
if (!(0<=index+1 && index+1 <= line.Length))
throw new ArgumentOutOfRangeException();

throw new IndexOutOfRangeException();
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Step 3: Test Data Generation

= Turning solutions for constraints into concrete data
IS relatively simple for integers, arrays, and strings

= Limitations public static int Power(int n) {
_ Contract.Requires( 0 <=n);
_Smal_l number of Ioop Contract.Ensures(
Iterations Contract.Result<int>() = 256 );
- Theories not intres = 1;
understood by for (inti=0;i<n;i++) res=res * 2;
: return res;
constraint solver )

(for instance, float)

public static void Y2kParser( string s ) {

- Instrumentation of if ( DateTime.Parse(s).Year == 2000 )
called methods throw new Exception( “found it” );
}

ETH
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Concolic Testing: Summary

Strengths Weaknesses

= High degree of * Limited by constraint
automation (human effort solver (e.g., floats)
limited to writing contracts
and factories) = Expressing tests via

contracts is sometimes
= Very high code and difficult

assertion coverage

= Effective testing of
parameter validation
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1. Code Contracts
2. Unit Testing with Pex

3. Static Checking with Clousot
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ofivation

= Move runtime errors to compile time

= Classical example: Static type checking

- Python and Smalltalk throw “message not understood”
errors when an object does not have the called method

- .NET’s type system prevents this error statically

= Goal: Extend static checking to other errors
- InvalidCast, NullPointer, IndexOutOfBounds, etc.
- Assertions, postconditions, etc.
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Abstract Interpretation
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= Methods have too many possible executions to
check each individually

public static void MyAssert ( bool cond, string msg ) {
string log;
if (cond)
log = "OK";
else
log = msg;

log = log.Trim();
Console.WriteLine( log );
}

» |dea: Abstract concrete data and check property on
the abstraction
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Abstract Domain

= Abstract domains capture some abstraction of
concrete data

“Top” expresses
“I don’t know”
(any value)

Definitely

Definitely

T
non-null / \ null
non-null null
\ / “Bottom”
expresses
“undefined”
(no value) /
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Abstraction

v

= Each concrete value can be mapped to an abstract
value

null
/ i
. . non-null null
1 /
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Abstract Semantics

= Abstract semantics describes the execution of the
program in terms of abstract values
LT

public static void MyAssert( bool cond, string msg ) {
[ i \J:>string log;
if (cond)
log = "OK" g non- nuII
else — . N\
log = msg; T Error: Dereferencing
requires receiver to
T have abstract value
log = log.Trim(): “non-null” Y,
Console.WriteLine( log );
}
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Static Checks
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= Clousot tracks information about
- Non-nullness of references

- Numerical values
(intervals, linear equalities and inequalities)

- Array and collection contents

= |t attempts to check runtime errors as well as
contract violations (similar to Pex)

Static Checking

Code Contracts
V| Pefose=-SremeComac creelsng ¥ | Checl in Packaoround | Show squigglies
W | Implicit Mon-Mull Obligations W | Implicit Arnthmetic Obligations Cache Results
| Implicit Amay Bounds Obligations Hedundamnt Assumptions
Mieit=Eaun ViibteasSitalions
Waming Lewvel: I_;I Baseline
loww hi
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- Contr
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public static string ParseLines( string[] lines) {
Contract.Ensures( Contract.Result<string>() '= null );

for (inti=0;i<lines.Length; i++) {
string line = lines[ i ];
int index = line.IndexOf( '=");
string key = line.Substring( 0, in
If( key.Equals( "Fo0" ) )
return line.Substring( index+1 );

}

}return null; ?r Check W
| postcondition |

Check
precondition
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nderstanding Warnings

» Clousot produces false positives

- When Clousot does not track the information required for
the check (e.g., string contents)

- When the abstraction is too coarse to check the property
(e.g., disjunctions, loops)

= Clousot produces false negatives
- Heap abstraction
- Object invariants
- Unchecked exceptional paths
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Static Contract Checking: Summary
Strengths Weaknesses
= Finds many program = Analysis may produce
errors at compile time sSpurious errors
- Especially common bugs
like null-pointer- = Analysis may miss errors
dereferencing and array-
index-out-of-bounds _ - ,
= Unit testing Is still
» Checks methods for all necessary _
possible inputs - To Qetect errors missed by
static checker
, - To check functional
= High degree of correctness

automation
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= Code Contracts bring Design-by-Contract to
mainstream programming languages

- Libarary solution enables smooth integration

- Runtime checking is useful for testing, including
Integration testing

= Pex automates unit testing
- Automatic generation of parameterized unit tests
- Automatic generation of test data (concolic testing)

» Clousot finds errors at compile time
- Checks for runtime errors and contracts
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